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Cockpit CI

Integrated System

P Solution design addressing the process from event detection to
risk prediction

P Adaptable services easily embeddable in existing architecture.

P Security awareness support for isolated or interdependent CI(s).

centralised info info sharing
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Multi-layered Detection

» Infrastructure security insight through a smart event feed system.

» Advanced real-time detection mechanisms and strategies
supported by smart probes and correlators.

» Distributed systems along all levels of the ICS infrastructure.

Smart RTU

» Smart agents at the lowest level (RTU).
» Information and actions cross-checking.
» Cluster deployment to increase dependability.

Own state self-assessment
Environment state
self-assessment

Neighbouring and hierarchical
information sharing

SMART AGENT

Smart Control
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Expert decision capability in ] E
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Cybersecurlty on SCADA risk predlctlon analysis and

reaction tools for Critical Infrastructures

Risk Predictor

» Based on the interdependency analysis engine CISIA & Cyber
propagation models for holistic effects assessment.

» Integration of physical faults and cyber-attacks.

» Complementary vulnerability & counter-measures assessment.

| REMOTE

Security
Operators

WEB Counter-
SERVICES measures
Secure
Mediation

Gateway

Visualization
SCADA
Cyber- Causes/ OPERATOR
Physical Counter- (iFix)
Awareness measures
Automatic
Reactions
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P Risk scenarios based on interdependent systems architecture.
» Investigation of both cyber-attack & operational impact modelling.
» Diversified mageuing approaches.

.

SIR model of epidemics

Risk Prediction by holistic
reductionist approach

Agent based simulation
RAO simulator

== A}
Altack Tree = Modelling Attack Graph for security
Framework risk

== 1

Adversary View Security &) Temporal network
Evaluation [ADVISE] reliability analysis

Composing epidemic and
performance models

» Based on the Hybrid Environment for Desigh and Validation
(HEDVa) of the ICS designed by IEC Laboratory.

» Mirror image of CIs including virtual and real systems and traffics.

» Customised test environment for CockpitCI scenarios and tools.

Components for detection, identification,
and mitigation of cyber-attacks

pop = — Collection and analysis
g @ I I 4 of real traffic

. Platform for models
Electrical and testing
Teclco CI

Cyber-attacks simulation
on different parts of Cls

Simulation of operational levels
(power grid, SCADA, Telco)

“hacker” Vulnerability identification
@ and test for CIs
Internet

Remote users
Test of countermeasures &
reaction plan efficiency

Remole labs

Hybrid Test and Design Environment for
Industrial Control Systems (ICS) Design and Validation




